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Dear  

CPS 230 Operational Risk Management 

COBA welcomes the opportunity to respond to APRA’s Discussion paper - Strengthening operational 

risk management and the draft CPS 230 Operational Risk Management. 

COBA is the industry association for Australia’s customer-owned banking institutions (mutual banks, 

credit unions and building societies). Our sector has over $150 billion in assets and 5 million 

customers. Customer-owned banks account for around two-thirds of the total number of domestic 

ADIs and deliver competition and market-leading levels of customer satisfaction in the retail banking 

market. 

Incorporating proportionality for simpler and smaller ADIs 

We welcome APRA seeking views on incorporating proportionality into its revised standard.  

Proportionality is important as it ensures that regulation, how regulators apply regulation and how 

regulated entities respond to regulation is right-sized to the underlying risks. This ensures regulatory 

responses are targeted to minimise the burden of the chosen intervention. Targeting increases the 

likelihood that an incremental change will have a positive net benefit.  

As smaller, simpler and less risky ADIs, we are a strong supporter of proportional regulation. We 

represent a diverse range of customer-owned banks with some members expected to be significant 

financial institutions (SFIs) and some that even may be considered small businesses under employee 

number definitions. While our members vary in size, they remain simple retail banking businesses, 

unlike their larger listed ADI peers. 

The first way that APRA can include proportionality in CPS 230 is through a complexity lens. More 

complex entities may need greater focus while simpler entities less. APRA can support proportionality 

in this aspect by ensuring that any definitions relating to scope (e.g. critical functions, critical 

operations, material service providers) can scale up and down with complexity. Simpler businesses 

should have few in-scope requirements. 

The second way is through an entity size element. Smaller entities are likely to have less bargaining 

power compared to larger entities. This difference means negotiations regarding contract terms may 

take more time, particularly if material service providers (MSPs) are unfamiliar with these terms. It is 

likely the smaller entities with need more time to meet APRA’s requirements, particularly the 

contractual requirements. This extends beyond just the SFI/non-SFI distinction. We note we have 

some members that may become SFIs via merger in mid-2023, which could make meeting a short 

timeline difficult.   
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We have concerns about how smaller ADIs with limited bargaining power will be able to negotiate 

these clauses into service contracts in a timely fashion, particularly if there are expected to be a large 

number of MSPs. 

Creating reasonable implementation timeframes 

Our view is that APRA should provide more time for smaller entities (i.e. non-majors) to implement the 

revised CPS 230 requirements. We note that APRA currently proposes to introduce this standard on 

1 January 2024 and “plans to finalise the standard in early 2023 and release draft guidance for 

consultation.” This provides just over 14 months from today, less than one year from the release of the 

final standard and an even shorter time from the final guidance. 

We suggest that APRA implement CPS 230 at least 24 months after the finalisation of its guidance. 

This will provide time for smaller ADIs to adjust to the new requirements in an orderly manner. We 

note that the impending implementation of FAR and CPS 190 is likely to be on the implementation 

radar for 2023, impacting the ability to get ready for CPS 230. 

Based on the above timeline, we suggest that APRA take a next contract renewal or at least 12 

months after the implementation date to update MSP contracts. Given the potential difficulties of 

introducing some APRA-specific clauses in MSP contracts, we suggest that more time is also given to 

smaller ADIs for the negotiation of these clauses. Additional time will also mean that larger APRA-

regulated entities will help establish APRA’s CPS 230 requirements as a ‘ticket to play’ amongst MSPs 

with APRA-regulated entities. COBA believes that APRA should communicate its expectations around 

CPS 230 directly to any potential MSPs. This will support smaller ADIs’ ability to meet APRA’s 

requirements in a timely and efficient manner. We note that in this model smaller ADIs will still be 

updating contracts as they come up for renewal.  

As noted above, we would like to reiterate that specific entities currently in merger processes may find 

meeting the contractual requirements particularly burdensome. COBA and impacted members will 

engage with APRA on this.  

Outlining common definitions 

APRA should provide common definitions for certain terms to help minimise implementation costs for 

all entities, including non-APRA regulated entities. This clarity will support all entities to understand 

APRA’s requirements and reduce ambiguity in definitions. It will also assist to provide discipline 

around the use of certain terms. 

Clarifying APRA expectations on fourth parties 

We note that extending expectations to fourth parties can be difficult so we request more clarity on 

APRA’s expectations. The identification of fourth parties, their risks and management of these risks 

can be difficult for smaller APRA-regulated entities with limited bargaining power.  

We suggest that APRA provide more clarity around what it expects ADIs to do concerning fourth 

parties, whether it is engaging with individual fourth parties or having a policy to address risks as a 

collective. We also note that the size of this task can exponentially increase with the MSP definition. 

Clarifying the status of the cloud computing guide   

We seek clarity on the status of APRA’s cloud computing outsourcing guide given that the standards 

of which this guide ‘hangs off’ are being consolidated into CPS 230. We note that APRA outlines the 

proposed new framework in Table 2 of the Discussion Paper. However, this does not include the cloud 

computing guide. 
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Attachment A: Material Service Providers 

 

 

Covered by CPS 
234? (para 50)

No

Covered by the list of 
service provider 

types?

(para 49)

No

Materiality test?

(para 48)

No

Not MSP

Yes

Material Service 
Provider

Yes

Material Service 
Provider

Yes

Material Service 
Provider

This is a potential 
interpretation of the Material 

Service Provider (MSPs) 
definition that can lead to the 
identification to a significant 

number of MSPs. 














