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Executive summary

PwC Australia supports the introduction of APRA’s draft Prudential Standard CPS 230 – Operational Risk
Management (proposed standard) in Australia.

The Australian economy – and the community more broadly – relies on the ability of the financial services
industry to operate uninterrupted. Therefore, it is imperative operational risk management lays at the heart of
its critical functions, supporting the continuity of financial services to support Australia’s modern digital
economy.

Operational risk management will be key to drive APRA’s desired outcome to improve operational resilience
and minimise impacts of disruption to customers and the financial system. Operational resilience has been a
topic of increased focus over the last decade globally, driven by a number of critical factors and events,
including the COVID-19 pandemic, technological disruption, increased reliance on service providers (both
business and technology) and significant operational incidents which have impacted business operations,
customers and financial system stability. Globally, regulators are setting clear expectations that organisations
should make the strategic shift from business continuity management (BCM), which is recovery focused, to
more holistic management of end-to-end operational risk.

The introduction of Prudential Standard CPS 234 (Information Security), alongside existing standards CPS 231
(Outsourcing) and CPS 232 (Business Continuity), has established a strong foundation in driving operational
resilience. This foundation will be further enhanced by the proposed standard.

We agree that the proposed standard will drive the following outcomes:

• Strengthening operational risk management: Improving how entities manage operational risk, ensuring
they have a current and detailed understanding of their operational risk profile, are operating effective
controls and, to the extent possible, preventing disruptions to their critical operations.

• Improving business continuity planning for critical operations: Developing adaptable processes, systems
and capabilities to help ensure businesses better prevent, prepare for and predict disruptions, as well as
build strong continuity capability to respond to, and recover from, disruptions within tolerance levels and
drive continuous improvement.

• Enhancing third-party risk management: Expanding requirements to cover all material service providers
relied upon for critical operations will continue to uplift resilience and enable consistency of expectations
with shared service providers.

To support the successful implementation of the proposed standard, we have identified several key areas for
further clarity and guidance. These include:

• Operational risk management: Updating of the term “material service” to “critical operation” under
Paragraph 27 to align with the proposed standard. In addition, we suggest providing guidance on how to
interpret the word “timely” under Paragraphs 29 and 30, to drive consistency across APRA-regulated
entities.

• Business continuity: Guidance on how to identify critical operations and set appropriate tolerance
levels. We also recommend the inclusion of training requirements in the proposed standard because it is
an important component of business continuity - establishing critical ‘muscle memory’ that will carry
employees through a response to a crisis or disruption.

• Service provider management: Further clarity on the service providers intended to be brought into
scope, particularly those that manage information assets under Prudential Standard CPS 234 -
Information Security. We also suggest that a minimum expectation for the monitoring of fourth parties be
provided.
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